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Cyber Forensics

Latest branch of an old 
discipline. 

BC 200 Archimedes.  
Continuously evolving

Branch of forensic science 
dealing with methodologies 

to preserve, recover, and 
document electronic 

evidence.

Application of scientific 
principles to electronic 

evidence for judicial review.
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Data recovery

Årestore the missing or corrupted 
data

Cyber forensics

Ådetermine and uncover an
evidence that verifies or denies a
suspicion.

ÅIn a manner acceptable to courts

Data Recovery Vs Cyber Forensics
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Branches of Cyber Forensics

Disk

Hard disks

Floppy 
Disk

Portable 
storage 
devices

Network

Internet

Intranet

System

OS 
Dependent

Device

PDAs

Smart 
Phones

Cell 
Phones

Live 
Forensics

Servers
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Planning & 
Preparation

Crime/ 
Eliminating 

traces

advanced tools 
and 

methodologies 

Wiping, hiding, 
encrypting

Scripting

Evidence is 
fragile. 

Needs training 
and expertise to 

handle

Aim of 
Computer 
Forensics.

Why Cyber Forensics?
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Characteristics of Digital Evidence

Fragile

Easily 
Modified

Prone to 
failures

Changes 
State

Onus on 
Prosecution

Deficiencies 
and court 

acceptance

6



©2003 Deloitte & Touche LLP.  Private and ConfidentialSlide 7

ÅLinked to 
allegations

Authentic

ÅFree from 
reasonable 
doubts

Accurate

ÅInadvertent 
or  
purposeful

Untainted

ÅChain of 
custody

Documented

Good Evidence
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Cyber Forensic Insights
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How the Windows Work?

Delete

Recycle Bin Full Delete
Deleting from 

Removable 
Drives

Wipe

Print 
without 

Saving

Format
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How Forensic Tools Work?

Forensic 
Tools

Direct 
Reading

Signatures
Known File 

Filters
Indexing Meta Data



©2003 Deloitte & Touche LLP.  Private and ConfidentialSlide 11

Reliable 
and tested 
tool sets

Cyber Forensic Methodology

1
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Preserve Analyze PresentAcquire

Phases in Cyber Forensics
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Acquire Preserve Analyze Present

Identifying and 
gathering the 

electronic evidence.

Conventional, Non -
conventional media

Soft and Hard evidence

Initiating point for 
Chain of Custody 
documentation

Acquisition
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Identify the potential sources

Preserve Analyze PresentAcquireAcquisition
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Look for non -conventional/Stealth storage devices : MP3 Players,
IPods, Scanner, Photocopier, Fax Machine, Printers, Voice
messaging systems, stealth storage devices

Preserve Analyze PresentAcquireNon-Conventional & Stealth Media
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